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Seminario de Blockchains  
Coordinador académico: Dr. Sergio Rajsbaum 

 
La nueva clase de tecnología, conocida como blockchains puede describirse 
intuitivamente como gigantescos libros de contabilidad cuyos registros 
(bloques) constituyen una base de datos distribuida y segura, misma que tiene 
las características de ser escalable, auditable y abierta. Un Blockchain permite 
la transferencia de activos digitales (en un sentido amplio) en forma segura sin 
necesidad de intermediación alguna. Las aplicaciones son múltiples y variadas 
y van desde la realización de transacciones económicas, uso de criptomonedas 
y el monitoreo de cadenas de suministro, hasta la transparencia en la gestión y 
provisión de servicios públicos por parte de los gobiernos. Dentro del ámbito 
académico el desarrollo de la tecnología de blockchains presenta nuevos retos 
para los computólogos y matemáticos y las grandes universidades han 
comenzado a crear centros dedicados a la investigación en blockchains. 
 
Objetivo: 
En este seminario, varios expertos mundiales en blockchains presentarán una 
introducción extensa del tema. Se cubrirán los fundamentos necesarios para 
comprender esta tecnología así como los siguientes fundamentos y/o aspectos 
que la conforman:  
 

• Componentes básicos de un blockchain 
• Distintos tipos de blockchains  
• Tolerancia a fallas y sistemas distribuidos  
• Bases de datos 
• Criptografía y seguridad 
• Contratos inteligentes  
• Criptomonedas, privacidad 
• Retos y problemas abiertos 

 
 
Dirigido a: 
Dirigido a estudiantes, académicos, tecnólogos y profesionistas que tengan 
interés en entender los principios subyacentes del funcionamiento de esta 
tecnología y sus aplicaciones. 
 
Prerequisitos: 
El seminario es autocontenido; sin embargo, está dirigido a un público con 
cierta madurez en las áreas de computación y matemáticas y preferentemente 
con un entendimiento básico de bases de datos, redes y algoritmos. 
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Idioma: 
El seminario será impartido en inglés. 
 
 
TEMAS  
 
Crypto, security and blockchains  
Amir Herzberg, U. Connecticut 
 
1. Cryptographic hash functions: introduction and basic properties.  
 

In this lecture we'll introduce the basic building block of block chains: 
cryptographic hash functions. We'll discuss what they are, their basic features, 
and focus on collision-resistance.  
  
2. Cryptographic tools for integrity and authentication: MAC, signatures and 
hashing. 
 
Cryptographic message authentication: MAC schemes and digital signatures, 
compare to encryption, PK vs shared key, the hash-then-sign paradigm.  
 
Integrity with hash functions: SPR vs. CRHFs, keyed vs. unkeyed, the birthday 
paradox,.. hash-then-sign: with SPR?  
 
3. Further crypto-hashing properties and applications (for blockchains and 
beyond).  
 
One-way functions, 
OWF-signing   
Randonmness extraction   
Proof-of-Work 
The Random Oracle Models 
Building MAC from hash.  
 
4. Putting it all together. 
  
Building block-chains using crypto-hashing and signatures.  
Recall CRHFs and their use for integrity.  
The Merkle hash tree.   
The basic block-chain.  
 

Distributed computing and fault-tolerant notions 
Sergio Rajsbaum, UNAM 
 

1. Introduction to basic distributed computing notions for blockchains. 
Consensus possibility and impossibility, distributed computing models.  
 



                                                                                                          

 
* Programa sujeto a cambios sin previo aviso. 
 

 
 
The state machine replication paradigm for implementing a fault-tolerant 
distributed service. P2P and gossip networks. 
 

Basics of Blockchains 
Maurice Herlihy, Brown University 
 

1. Introduction to Blockchain 
 
Describes the basic ideas behind blockchains in the language of classical 
distributed computing. 
 
 
2.  Smart contracts and their dangers 
 
An introduction to Ethereum smart contracts 
The Solidity programming language,  with examples explaining why it is so 
hard to write correct smart contracts. 
 
3. Atomicity in blockchains 
  
Classical distributed computing has been concerned with the so-called ACID 
properties: Atomicity, Consistency, Isolation, and Durability.  Here we describe 
how these notions must be changed to fit the blockchain model of 
computation. 
 
4. Cross-Chain Swaps 
  
A cross-chain swap is given by a directed graph, where each  vertex is a party, 
and each arc is a proposed transfer of an asset on a blockchain, from one party 
to another.  In this lecture we characterize the directed graphs that correspond 
to feasible atomic swaps, and we describe an algorithm based on hashed 
timelocked contracts. 
 
5. Wallets and Custody 
 
 Consumers keep their secret keys in repositories called wallets. This lecture 
reviews the different kinds of wallets, and focuses on how the legal concept of 
"custody" applies to modern crypto algorithms. 
 

Databases and blockchains 
Amr El Abbadi, University of California, Santa Barbara 
 

1. Introduction to Blockchain  
 
The recent interest in Bitcoin and other peer-to-peer crypto-currencies has 
opened many interesting and challenging problems in cryptography, distributed 
systems, and databases. 
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The main underlying data structure is blockchain, a scalable fully replicated 
structure that is shared among all participants and guarantees a consistent 
view of all user transactions by all participants in the cryptocurrency system. 
In this presentation, we discuss the basic protocols used in blockchain, and 
elaborate on their main advantages and limitations. 
 
2. Alternative Designs for Blockchains  
 
To overcome some of limitations of blockchain, we provide the necessary 
distributed systems background in managing large scale fully replicated 
ledgers, using Byzantine Agreement protocols to solve the consensus problem. 
We expound on some of the most recent proposals to design scalable and 
efficient  blockchains in a permissionless setting. 
    

3. Permissioned Blockchain 
 
A permissioned blockchain consists of a set of known, identified participants 
but which do not fully trust each other. Since the participants are known and 
identified, permissioned blockchains can benefit from many techniques 
developed in the area of distributed computing over decades for reaching 
consensus, replicating state, and broadcasting transactions. In this 
presentation we will discuss recent proposals, such has IBM's Hyperledger and 
other innovations. 
 
4. Open Problems, Innovations, and Challenges 
 
In this presentation we will discuss recent blockchain innovations and 
challenges. We will explore Off-Chain and Cross-Chain solutions, and discuss 
other approaches to overcome some of the criticisms of blockchains. 
 

Cryptocurrencies, Aniket Kate, Purdue University 
 

1. Blockchain Privacy: Challenges, Solutions, and Unresolved Issues 
 
Thanks to the inherent public nature of most blockchain ledgers, users' privacy 
is severely restricted, and several deanonymization attacks have been reported 
so far. Several privacy-enhancing technologies have been proposed to solve 
these issues, and a few have been implemented; however, some important 
challenges still remain to be resolved. In this tutorial, we discuss privacy 
challenges, promising solutions, and unresolved privacy issues with the 
blockchain technology. In particular, we study prominent privacy attacks on 
Bitcoin and other blockchain systems, analyze the existing privacy solution 
ranging from Coinjoin to Zerocash, and finally describe important unresolved 
challenges towards publishing and retrieving transactions privately. 
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2. Blockchain for Supply Chains and IoT 
 
Blockchains represent far more than a mere monetary innovation; academics 
and industry alike are only beginning to comprehend the true potential of 
blockchain towards achieving strong integrity and availability guarantees in 
areas as diverse as supply-chain systems or the Internet of Things (IoT). This 
lecture offers an overview of challenges and solutions in this innovative space 
and presents the lessons we learnt so far while developing blockchain-based 
supply-chain frameworks in the automotive industry. 
3. IOweYou Credit Network 
 
IOweYou (IOU) credit networks model transitive trust (or credit) between 
users. Today, they serve as a backbone of payment settlement networks such 
as Ripple and Stellar. We will define the concept of IOU credit networks, 
understand their capabilities towards substituting SWIFT payments and present 
our ongoing efforts towards improving the credit-network privacy and 
reliability. 
 
4. Blockchain Scalability Via Layer-2 Protocols 
 
We will understand the scalabilty challenge with large-scale permissionless 
systems like Bitcoin and Ethereum, and discuss how layer-2 protocols like 
payment channels and state channels helping with this challenge. We will study 
how Scriptless Scripts will allow developing layer-two solutions without 
scripting languages. 

 
 

Expositores 
 

Amr El Abbadi is a Professor of Computer Science at the 
University of California, Santa Barbara. He received his B. 
Eng. from Alexandria University, Egypt, and his Ph.D. from 
Cornell University. Prof. El Abbadi is an ACM Fellow, AAAS 
Fellow, and IEEE Fellow.  He was Chair of the Computer 
Science Department at UCSB from 2007 to 2011.  He has 
served as a journal editor for several journals, including, 
The VLDB Journal, IEEE Transactions on Computers and 

The Computer Journal. He has been Program Chair for multiple database and 
distributed systems conferences. He currently serves on the executive 
committee of the IEEE Technical Committee on Data Engineering (TCDE) and 
was a board member of the VLDB Endowment from 2002 to 2008. In 2007, 
Prof. El Abbadi received the UCSB Senate Outstanding Mentorship Award for 
his excellence in mentoring graduate students. In 2013, his student, Sudipto 
Das received the SIGMOD Jim Gray Doctoral Dissertation Award. Prof. El 
Abbadi is also a co-recipient of the Test of Time Award at EDBT/ICDT 2015. He 
has published over 300 articles in databases and distributed systems and has 
supervised over 35 PhD students. 
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Aniket Kate is an assistant Professor in the computer 
science department at Purdue University. Before joining 
Purdue in 2015, he was a junior faculty member at 
Saarland University, Germany. He completed his 
postdoctoral fellowship at Max Planck Institute for 
Software Systems (MPI-SWS), Germany. He has 
received his PhD from the University of Waterloo, 

Canada, and his masters from IIT-Bombay, India. His research integrates 
applied cryptography and distributed computing towards developing and 
analyzing privacy and transparency enhancing solutions. In particular, for last 
five years, his team has focused on building and analyzing privacy-aware 
blockchain-based solutions for finance, supply chains, and IoT. Dr. Kate is the 
authors for more than 50 peer-reviewed research papers and articles (15 of 
those on blockchains), and a book on IOweYou credit networks. He and his 
PhD student regularly speak at the key academic blockchain and security 
conferences as well as prominent industrial blockchain summits and forums. 

 
Maurice Herlihy has an A.B. in Mathematics from Harvard 
University, and a Ph.D. in Computer Science from M.I.T. He 
has served on the faculty of Carnegie Mellon University and 
the staff of DEC Cambridge Research Lab. He is the recipient 
of the 2003 Dijkstra Prize in Distributed Computing, the 2004 
Gödel Prize in theoretical computer science, the 2008 ISCA 
influential paper award, the 2012 Edsger W. Dijkstra Prize, 
and the 2013 Wallace McDowell award. He received a 2012 

Fulbright Distinguished Chair in the Natural Sciences and Engineering Lecturing 
Fellowship, and he is fellow of the ACM, a fellow of the National Academy of 
Inventors, the National Academy of Engineering, and the National Academy of 
Arts and Sciences. 
 

Amir Herzberg is an internationally recognized leader in the 
research on network security and applied cryptography. Dr. 
Herzberg earned his Ph.D. in Computer Science in 1991 
from the Technion in Israel.  From 1991 to 1995, he worked 
at the IBM T.J. Watson Research Center, where he was a 
research staff member and the manager of the Network 
Security research group.  From 1996 to 2000, Dr. Herzberg 
was the Manager of E-Business and Security Technologies at 

the IBM Haifa Research Lab.  From 2002 to 2017, he was on the faculty of the 
Bar Ilan University in Israel conducting research in network security and 
applied cryptography.  Dr. Herzberg is the author of more than 150 research 
papers, five (5) book chapters, and 24 patents. Dr. Herzberg has served on 
technical program committees of over 40 conferences, and delivered keynote 
and plenary addresses on cyber-security at ten (10) conferences, and 
organized multiple professional events. 
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Sergio Rajsbaum received a degree in Computer Engineering 
from the National Autonomous University of Mexico (UNAM) in 
1985, and a PhD in the Computer Science from the Technion, 
Israel, in 1991. He was a postdoc at MIT and since 1991 he 
has been a faculty member at the Institute of Mathematics at 
UNAM. His main research interests are in the theory of 
Distributed Computing, in particular issues related to 
coordination, complexity and computability and has also 
worked in graph theory and algorithms. He has published over 

100 papers, 2 books and has been Chair and member of multiple Program 
Committees in some of the most important conferences on Distributed 
Computing. He has been member of the Mexican National System of Research 
Scholars (known as “SNI” for its Spanish acronym) for over 25 years, the last 
10 years with the highest distinction (level III). 
 


